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Hucrpykuns aas ofy4aomuxcs no obecnedennio nupopmMannoHHoii 6e30naACHOCTH NpH
HCNoJb30BaHHH ceTH «uTepHeT» 115 pasmMelenusi B yueOnsIX KaGHHeTax, B KOTOPBIX
OCYIIeCTBJISIETCH 10CTYN B ceTh «MHTEpHET»

C KaX/IbIM roJioM MOJIONEXKH B MHTEPHETE CTAHOBHTHCS GOJIbLIE, A LIKOILHUKHM OHH M3 CAMBIX
aKTHBHbIX monb3oBatesneii Pynera/ HutepHera. Meskay Tem, NOMMMO OFpOMHOTO KOJHYECTBA
BO3MOXKHOCTEH, HMHTEPHET HEeCeT M mnpobiembl. DTa maMsaTKa J0/DKHA MOMOYL Tebe 6Ge30MmacHo
HaXO/JHMTBCS B CETH.

KomnbiotepHbie BUpYChI

KomribloTepHbIii  BUpYC - 3TO pPasHOBMAHOCTh KOMIBIOTEPHBIX MPOrPAMM, OTIIHYHTE/BHOM
0COOEHHOCTBIO KOTOPOH ABSETCA CIOCOGHOCTH K Pa3sMHOMKEHHIO. B 1ono/iHenue k 5ToMy, BUPYChI MOTryT
MOBPEANTL MJIH TMOJHOCTBIO YHHUTOKHTh BCe (haiibl M aHHbIE, MOAKOHTPOJILHBIE MOJNBL30BATENI, OT
HMEHH KOTOporo Oblia 3arylieHa 3apakeHHas NPOrpaMMa, a TaKkKe MOBPEIUTh WIIH AaKe YHHUTOKUTD
OMEPALHOHHYIO CHCTEMY CO BCeMH (aiiiamu B ueioM. B GonbluMHCTBE ciiyyaeB pacnpocTpaHsioTCs
BUPYCBI YEPE3 HHTEPHET.

MeTobl 3alMThI OT BPEJOHOCHBIX MPOrpaMMm:

1. Mcnosnb3y#i coBpemeHHble ONepalMOHHBIE CHCTEMbI, MMEIOIINE CEPbE3HbIN YPOBEHb 3aLUTHI
OT BPEIOHOCHBIX MPOrpamMM;

2. TlocrosiHHO ycTaHaBiuBal mauth (UMPOBbIE 3aMiaTKH, KOTOpble ABTOMATHYECKH
YCTaHABMBAIOTCA C LENbiO A0pabOTKHM NporpamMmbl) M JApyrue OGHOBIEHMS CBOEH OMepalHOHHOMN
cucrembl. CkaunBail uX TONBKO ¢ opuUMaTBHOTO calita paspaGotunka OC. Eciu cymectByer pesium
aBTOMATHU4YECKOro OOHOBJIEHHS, BKIIIOYH €ro;

3. PaGoraii Ha cBOeM KOMIBIOTEpE 110/l NpaBaMH NOJb30BaTENs, 4 HE aJIMMHUCTpaTopa. 3TO He
MO3BOJIMT  OONBIIMHCTBY BPEJOHOCHBIX MPOTPAMM MHCTAUIMPOBATBCA HA TBOEM  [IEPCOHATBHOM
KOMIbIOTEpE;

4. Hcnosnb3yd aHTMBMPYCHbIE TIPOrPaMMHBIE TPOAYKTHI HM3BECTHBIX MPOM3BOAMTENEH, C
aBTOMaTH4YeCKUM 0OHOBJIEHHEM Oa3;

5. Orpannyb usHuecKuii J0CTYNM K KOMIBIOTEPY U1 MOCTOPOHHHX JTHLL

6. Mcnonw3syii BHewHHWe HocHTenu WHGpOpMauUMM, TakMe Kak (uielika, AMCK MM daiin u3
MHTEPHETA, TO/IbKO W3 MPOBEPEHHBIX HCTOUYHHKOB;

7. He oTkpbiBaii KOMIIbIOTEpHBIE (aiiiibl, NONYYEHHbIE M3 HEHANEHKHBIX HCTOUHHKOB. Haxe 1e
(haiisibl, KOTOPBIE MpHCa TBOH 3HaKOMBIH. JIydlie yTOYHH y HEro, OTMpPABIIS JiM OH Tebe HX.

Cern WI-FI

Wi-Fi - 310 He BUI nepesavu JaHHbIX, HE TEXHOJIOIHS, 4 BCEro MMIlb Openn, mapka. Ewe B 1991
roay HHMACPJIaHACKAas KOMMaHuA 3apeructpuposaia Openg "WECA", yto 0603Ha4ano cioBocoyeTaHue
"Wireless Fidelity", koTopbiii nepesoautes Kak "GecrnpoBoaHas TOYHOCTS".

Mo Haiero Bpemenu fomna apyras aGopeBuaTypa, KOTOpas SBISETCS TAKOM jKe TEXHOIOrUeil.
Oto abGpesuarypa "Wi-Fi". Takoe Ha3BaHHe GbLIO JaHO C HAMEKOM HA CTAHAAPT BbiCLUEH 3BYKOBOM
texnuku Hi-Fi, 4to B nepeBoze o3Hayaet "Bbicokas TOUHOCTS".

Ma, Oecniathblii WHTEpHeT-10CTYN B Kade, OTENAX W adponoprax SBASETCH OTIMUHOIN
BO3MOXKHOCTBIO BbIXO/la B MHTEPHET. Ho MHOrMe skenepTshl cunraiot, uto obuenoctynubie Wi-Fi cetu e
ABNAKOTCS 0€30MaCHbIMH.

Cosetbl no Ge30nacHoOCTH paboThl B 061LEA0CTYNMHBIX ceTsix Wi-fi:

I. He nepenasaii cBoio nunyio uHpopmaimio yepes obmenocrynusie Wi-Fi cetu. PaGotas B
HHX, JKE/1aTe/ILHO HE BBOJMTD NAPONTH 0CTYNA, JIOPHHBI H KaKHe - TO HOMepa;

2. Hcnomb3yd M OOHOBISIH aHTHBHPYCHBIE NPOrpaMMbl M Opanamayep. Tem cambiM Tl
obesonacuuib cebs OT 3aKauKy BUpyca Ha TBOE YCTPOHCTBO,

3. Tlpu ucnonszosanuu Wi-Fi orkmoun dyukumio "O6ummii goctyn k (aiinam ¥ npuHTEpam".
JaHHas (yHKUMS 3aKpeITa MO YMOJYAHHIO, OJHAKO HEKOTOpHIE MOJb30BATENH aKTHUBHPYIOT ee s
yaobcTBa Mcronb3oBaHus B pabote uiau yuebe;



4. He ucrions3yii my6auunbiii WI-FI u1s nepenaun JMuHbIX JaHHBIX, HAMPHMEp /IS BBIXOJA B
COLMAIEHBIE CEeTH WIH B YJIEKTPOHHYIO MOYTY;

5. Mcnone3yii Toneko 3ammuieHHoe coeauienye yepes HTTPS, a ne HTTP, 1.e. npu nabope Beb-
ajpeca BBoau umenHo "https://";

6. B mobunshom Tenedone otkmoun dyHkuuio "llogkmovenne k Wi-Fi aBromaruuecku"”. He
JIOMyCKai aBTOMaTHYECKOro NOJKI0YeHHs yeTpoiicTBa k ceTsm Wi-Fi 6e3 TBoero cornacus.
ConnajibHble ceTH

CouManbHble CETH aKTHBHO BXOISAT B HAly JKU3Hb, MHOTMe JIIOOM paboTaloT M JKMBYT Tam
nocTosHHO, a B Facebook yike 3aperucTpupoBaH MHIIJIMAp/l YEJIOBEK, YTO ABJIAETCH OAHOM celbMOH Beex
JKuTenel miaHeTbl. MHOrMe mnoib30BaTeNlM HE MOHMMAIOT, 4TO WMHGOpPMALMA, pa3MelleHHas HMH B
COLIMAJIbHBIX CeTAX, MOJKET ObITh HaleHa W MCIO/b30BAHA KEM YrOIHO, B TOM 4YHMclie He 00s3aTe/bHO ¢
OnaruMH HaMEepEeHHAMH.

OcHOBHBIE COBETbI 110 HE30MaCHOCTH B COLMAJIbHBIX CETAX:

1. Orpanuub cnucok apyseil. Y Tebs B ApPY3bAX HE NOMKHO ObITh CIIyYaHBIX M HE3HAKOMBIX
Joaen;

2. 3amuMmaii cBO 4HacTHYI »H3Hb. He ykasbiBaii naposnu, TenedoHsbl, aapeca, AaTy TBOEro
pOXKAEHHS W JAPYryl JH4YHYO WH(QOpMaUuMIo. 370YMBILIJIEHHHKH MOTYT HCMOJIb30BaTh ke
HHDOPMALIMIO O TOM, KaK Tbl M TBOH POJHTENH TUIAHHPYETE NPOBECTH KAHUKYJIbI;

3. 3aumMuai CBOK pernyTaluio - JAEep)KH ee B YHCTOTe M 3ajapai cebe Bompoc: xoren Obl Thl,
ytoObl JOpyrue mONb30BaTe/M BHAENH, YTO Thl 3arpyxkaews? [loaymail, npexae uyem uyTO-TO
onyOJIMKOBATh, HAMKUCATh M 3arPy3UTh;

4. Ecnu Thl rOBOpPHUIb C JIIOJbMH, KOTOPbIX HE 3Haelllb, HE UCIMOJb3YH CBOE pealbHOE UMs M
APYTYIO JIMHHYIO HH(OPMALIMK: UMsi, MECTO XKHUTENbCTBA, MECTO yueObl U npouee;

5. Usberaii pazmewienus ¢ororpaduit B UurepHere, rae Thl M300paXkeH Ha MECTHOCTH, 10
KOTOPOH MOMCHO OMpeAEIHTL TBOE MECTOMOJIOKEHHE;

6. Ilpu perucTpauMy B COLMAIbHOH CeTH HeoOXOOUMO HCMOb30BaTh CJIOMKHBIE TMapoJiH,
cocrosiue 13 OyKB U LIM(]P H ¢ KOTMYECTBOM 3HAKOB HE MeHee §;

7. Ins couManbHOM CeTH, MOYThl U APYrUX CalTOB HEOOXOAUMO MCMOJb30BATH pa3Hble MapoJiu.
Torna ecnu Te6Gs B3IOMAIOT, TO 30YMBILIEHHHKH NMOMYYaT AOCTYIT TOJILKO K OJHOMY MECTY, a He BO BCe
cpasy.

DJIeKTPOHHBbIE 1eHbI'H

DNeKTpOHHbIE [EHbIM - 3TO OuYeHb YAOOHBIA crnoco® mnnarexked, OAHAKO CYIIECTBYIOT
MOLUIEHHHMKH, KOTOPbIE XOTAT MOJYYUTh 3TH JEHbIH.

DNeKTPOHHbIE NEHbrH MOABMIMCH COBCEM HEJABHO M MMEHHO M3-3a 3TOr0 BO MHOTMX
rocynapcTBax /10 CHX Mop He MPOMUCaHO MPO HUX B 3aKOHAX.

B Poccuu ke OHH (DYHKLHOHHPYIOT M O HHMX Y)K€ MPOMHCAHO B 3aKOHE, rZie UX pasie/sioT Ha
HECKOJILKO BHJIOB - aHOHHMHbIE H He aHOHMMHbIe. PazHuLia B TOM, YTO aHOHMUMHbIE - 3TO T€, B KOTOPbIX
paspeluaeTcsi NpPOBOAMTh omepauud Oe3 uAeHTH(UKALMKH MONb30BaTENs, a B HEAHOHHMHBIX
UIeHTU(UKALMS [10J1b30BaTeNIs ABJISETCS 00s13aTe/IbHOM.

Takxe cnenyer pa3ziMyaTh 371€KTPOHHbIE (hHATHBIE AeHbIH (PaBHbI FOCYAapPCTBEHHBIM BAIIOTAM)
U 3JIEKTPOHHbIEe He(HaTHbIC JEHBIM (HE PABHBI I'OCY1APCTBEHHBIM BAIOTAM).

OcHoBHbIe COBETHI MO Ge30nmacHO# paboTe ¢ HMEKTPOHHBIMH A€HBIAMH:

1. IlpuBsku k cuery MoOOWIbHBIH TenedoH. D710 cambli yaoOHbIH U OblcTpblii  crniocod
BOCCTAHOBHMThL A0cTYn K cuery. [IpuBsizanubiii Tenedon nomoxer, eciu 3abyaelib CBOH MuaTesKHbIH
napoib WK 3aiiiellb Ha calT ¢ HE3HAKOMOI'O YCTPOMNCTBA;

2. Ucnone3yii ogHopaszoele naposnu. [locne nepexosna Ha yCHIGHHYIO aBTOPH3aLIUIO TeDe yke He
OyneT yrpoxaTth ONacHOCTb KPAKH WK NMepexBara MjaTexHoro naposns;

3. Boibepu cnoxHblii napons. [IpecTynHukam Oyner He MpoCTO yrajaTh CIOMKHBIH Maposib.
HapexHble mapoiu - 3T0 Mapoiu, KOTOpble COAEpIKaT He MeHee 8 3HaKOB M BKJIOHAIOT B cebd CTPOUHbIE U
NponucHbie OYKBbI, LU(PbI H HECKOIBKO CUMBOJIOB, TAKHE KaK 3HaK J0//1apa, QyHTa, BOCKIMLATEIbHbIH
3Hak W T.n. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMUHbIE IaHHbIE HA CAlTaX, KOTOPbIM HE JI0BEpSElllb.

D/IeKTPOHHASA MOYTA

DNieKTPOHHAs TOYTa - JTO TEXHOJIOTUs M MpPeloCTaBiseMblie €K YCIYrH [0 IMepechuike H
TOJIYHEHHIO 3JIEKTPOHHBIX COOOLIEHHH, KOTOpbIE pacrnpenesioTcss B KOMMbIOTepHOH ceTH. OObIYHO
3NEeKTPOHHBINH TMOYTOBBIH SAUIMK BHIMIAAMT CHEAYIOWKMM 00pa3oM: HMs_MOb30BaTeNs(@HMs_JOMEHa.
Taxoke kpome nepeayy NPOCTOro TEKCTa, MMEETCs BO3MOXKHOCTD nepeiaBaTh (haiibl.



OcHoBHble coBeTsl 110 Ge3onacHoii pabore ¢ ANEKTPOHHOH MOYTOM:

I. Hapo BbiOpaTe npaBunbHel 1nouToBbI cepsuc. B WHTepHeTe ecTh OrpomHbIi BHIGOp
OecruiaTHBIX MOYTOBBIX CEPBHCOB, OIHAKO JyUIle JOBEPATH TEM, KOFO 3HAELUb U KTO NepBbii B peHTHHTE;

2. He ykasbiBaii B 1MuHOH nouTe nMuHYIO uHdopmaumio. Hanpumep, ayuue BeiGpars
"My3bikasibHbIi_(hanaT@" wiu "pok2013" Bmecto "remal3";

3. Hcnonbsyit nByXsTanHyio aBTOpPM3aLMiO. DTO KOMIA MOMHMO 1apoJis HYXHO BBOIWTbL KO/,
NpHCbLTaeMblii mo SMS;

4. Boibepu cnokHbli naponb. JINs Kaska0ro noYToBOro LMK JI0JDKEH OBITh CBOM HaexHbIi,
YCTOHYMBBIH K B3/IOMY Maposib;

5. Eciu ecTb BO3MOXKHOCTb HAamMcaTh camMoMy CBOH NHUHbI BOMPOC, HCNONB3YH 3Ty
BO3MOYKHOCTb;

6. Mcrionbayli HECKOIBKO MOYTOBBIX SIIHKOB. [lepsbiii ast wacTHO# nepenmcku ¢ ajpecarami,
KOTOPBIM Tbi 10BEPACLb. ITO 5/1EKTPOHHBII aJIpec He HAJ0 MCTIONB30BATb MPH peructpaumu Ha gopymax
H caHlTax;

7. He oTkpbiBaii aiiibl U Apyrue BIOXKEHMS B MUCHMAx, Aake €CiH OHH MPUULIH OT TBOMX
Apy3eit. Jlyuiue yTO4YHH y HUX, OTIPABJIAAN JIH OHH Tebe 3TH (haibl;

8. Tlocne okoHyanus paGoThi HAa MOYTOBOM CepBHCE nepe/l 3aKpbITHEM BKJIAJKH C caiiToM He
3a0y/b HaxaTh Ha "BeiiiTi".

KnGepOy/LaMHT MM BHPTYa/IbHOE H3AEBATEIbCTBO

KuGepOynnuur - npecnenosanne cooGuieHHsAMH, CoiepiKalMMK  OCKOpOJIeHHs, arpeccuio,
3afyruBaHHe; XyJIMraHCTBO; COLManbHOe GOHKOTHPOBAHHE C MOMOLIBLIO PA3THYHBIX HHTEPHETCEPBUCOB.

OcHoBHble coBeTbl 10 6opb6e ¢ kubepOy LTHHTOM:

1. He Gpocaiica B 6oii. Jlyuwmii cnoco6: nocoseToBaThes Kak cebs BecTH H, €CJIM HET TOro, K
KOMY MOXHO OOpaTMTBCA, TO BHAuale YCNIOKOMTBbCA. EC/AM Thl HauHellb OTBEYATH OCKOpO/IEHHAMH Ha
0CKOpOJIEHHS, TO TOMBKO elie GoMblIe Pa3oHIKeLh KOH(IUKT;

2. Ynpasnsii coeil kubeppenyTaumeii;

3. AHOHHUMHOCTb B ceTH MHHMas. CyLIECTBYIOT cnocolb! BbISICHHTB, KTO CTOMT 332 aHOHUMHbIM
aKKayHTOM;

4. He crour BecTn XynuraHckuii obpa3 BHPTYalibHON Ku3HH. Unrteprer dukcupyer Bce TBOM
ACHCTBHS U COXpaHSeT uX. Y aanuth ux Gyner kpaiite 3aTPYAHUTENBHO;

5. Cobumopaii CBOIO BUPTYAIbHYIO HeCTh cMmonony;

6. HrHopupyit eaMHMuHbIi HeraTus. OnHopazoBble  ockopOUTEsbHBIE CcOOBLIEHNHS Jyuiie
MIHOPHPOBaTh. OOBIYHO arpeccHs MPeKPalaeTess Ha HAYAIbHON CTA/IUM;

7. ban arpeccopa. B nporpammax o6MeHa MIrHOBEHHbIMHU COODLIEHUAMH, B COLMAILHBIX CEeTAX
€CTb BO3MOKHOCTh OJIOKMPOBKH OTNPaBKH COOGLIEHHIT ¢ OMpeeneHHbIX aJlpecos;

8. Ecnv Tbi cBuzeTens kubepOynunra. TBou aelicTaus: BBICTYTIMTE MPOTHUB MpecieqoBaTes,
fOKasaTh €My, YTO €ro AeHCTBMA OLCHMBAIOTCS HETAaTHBHO, MOJIEPIKATh JKEPTBY, KOTOPOH HYKHA
NMCHXOJIOrMY€ECKas MOMOILb, COOOLIMTE B3POCIbIM O (haKTe arpecCHBHOTO MOBEICHHS B CETH.
Mobuabnbriii Tenedon

CoBpeMeHHble cMapT(OHBI M MIAHLIETH COJAEPKAT B cebe BIIONHE B3pOCIIbIH (pyHKLHOHAI, M
Tenepb OHK MOTYT KOHKYPUPOBaTh CO CTALMOHAPHBLIMM KOMIbioTepamu. OIHAKO, CPEACTB 3alUUThI AN
MOJOOHBIX YCTPOHCTB MOKa 0ueHb Masio. TecTHpOBaHHE U MOHMCK YA3BUMOCTEH B HUX MPOMCXOHMT HE TAK
MHTEHCUBHO, Kak an4 1K, To ke camoe kacaeTcs ¥ MOOWIBLHBIX MPHIIOKEHHH.

CoBpemenHble MOOHIIbHBIE Gpay3epbl yke NPAKTHUECKH AOTHAIH HACTOMbHBIE aHaJloru, OHaKo
pacluMpente (pyHKUMOHAMA BieyeT 3a coGoii GOMbIIYIO CIIOKHOCTD 1 MEHbLUYIO 3aLIHIIEHHOCTb.

Jlaneko He BCe NPOM3BOAMTENM BBINYCKAKOT OGHOBIEHHS, 3aKpPbLIBAIOIINE KPUTHYECKHE
YA3BMMOCTH JJ1s1 CBOHX YCTPOHCTB.

OcHoBHbIE cOBETHI 151 6€30MaCHOCTH MOBHIILHOTO TenedoHa:

Huuero we sBnserca mo-vactosiwemy Gecrnatupiv. Byab OCTOpPOXKEH, Belb Koraa Tebe
NpeANaraioT OeCIaTHbI KOHTEHT, B HEM MOTYT GbITh CKPbITbI KAKHE - TO [LIATHBIE YCJIyIH;

Hymaii, npexae uyem ornpasute SMS, $poTo Wi BHaeo. Tl TOUHO 3Haellb, r/ie OHH OyIyT B
KOHE4YHOM HTOre?

Heobx0a1mMo 0GHOBAATE ONEpalMOHHYIO CHCTEMY TBOETO cmapTdoHa;

Hcnonb3yit aHTHBHPYCHBIE MPOrpaMMBI 11 MOBHJIbHBIX TeNne(oHOB;

He sarpyxail npunokeHus OT HEW3BECTHOrO WCTOMHMKA, Beb OHH MOIYT COAepIKaTh
BPEIOHOCHOE NMpPOrpaMMHOe 00ecrieyeHHe;



[Tocsne TOro Kak Thl Bbliiellb ¢ caiita, rjie BBOAWI JHYHYIO WHDOPMALIHIO, 3alH B HACTPOHKH
Gpaysepa v yaanu cookies;

[Teproiuecky NPOBepsH, KAKHE MUIaTHbIE YCIyTH aKTHBHPOBaHbLI Ha TBoeM Homepe; [laBait cBO#
HOMep MOOGHIIBHOTO Tened)OHa TOJIBKO JIFOAM, KOTOPbIX Thl 3Haelllb U KOMY J10BEpsCLIb;

Bluetooth momkeH ObiThb BBIKJIIOUEH, KOrJa Thl MM He nojb3yelubes. He 3abwiBali uHorza
NPOBEPATH 3TO.

Online urpsi

CoBpeMEHHbIE OHJIARH-UIPbl - 3TO KPACOUHbIE, 3aXBaThIBAIOIIME Pa3BICHCHHs, O0bEANHSIOLIHE
COTHHM THICSAY Y€IOBEK MO BCeMy MHUpY. Mrpoku McciielyloT AaHHbIi UM MHP, 06LAIOTCS APYT C APYroM,
BBITIONHAIOT 3a/IaHMs, CPAKAIOTCS C MOHCTPAMHM M TONyHarOT ONbIT. 338 YJOBOJIBLCTBHE OHH IUIATAT:
MOKYNAkT [AKCK, OTUIA4YMBAIOT a0OHEMEHT HIIH MPHOOPETAIOT KAKHE-TO OMLIHH.

Bce 9T cpeacTBa MAYT Ha MOMAEPXKAHHE W PAa3BMTHE MIPbi, a TaKKe Ha camy Ge30nmacHOCTD:
COBEpUIEHCTBYIOTCS CHCTEMbl ABTOPH3ALIMH, BBIMYCKAIOTCA HOBbIE MaTud (UM(poBbIe 3aniaTku And
MpOrpamm), 3aKpbiBarOTCs yA3BHMOCTH CEPBEPOB.

B nopo6HBIX Mrpax CTOMT OMAacaTtbCs HE CTOJBKO CBOMX COMEPHHKOB, CKOJIbKO KPaKH TBOETro
Maposs, Ha KOTOPOM OCHOBaHA CHCTEMA aBTOpH3aLMK GOMbIIWHCTBA UIp.

OCHOBHBIE COBETHI M0 BE30MacCHOCTH TBOErO UIPOBOIO AKKAYHTa:

1. Eciu apyroii urpok Beaer cebs MIoxo wid co3aaer Tebe HenpuUATHOCTH, 3a0/IOKUpPY# ero B
CIHUCKE UIPOKOB;

2. Tloxany¥ics aJMHHHCTPATOPaM WIrPbl Ha IUIOXO€ MOBEJEHHE 3TOr0 MIpoKa, KeJaTe/IbHO
NPUIIOKUTh KAKHe-TO I0Ka3aTe/IbCTBA B BH/E CKPHHOB,

3. He ykasbiBaii 1nuHyto HHGOpMALHIO B npodaiine Urpbi;

4. Ypaykail Apyrux y4acTHHKOB [10 UI'PE;

5. He ycranarnuBaii HeouLHaabHbIE MATYH U MO/IbI;

6. Mcrionb3yid C/I0MKHBIE U pa3Hble MAPOJIH;

7. Jlaske BO BpeMs MIpbl HE CTOMT OTKJIIOYaTh aHTUBMpYC. [10oKa Thl Mrpaeilb, TBOH KOMIbIOTEP
MOTYT 3apa3HTh.

@UIIHHT HIH KPajka JHYHLIX JaHHBIX

OO6bIYHON Kpaykel JeHer W AOKYMEHTOB CEroJHs y)Ke HHKOro He y/JMBHLIb, HO C pa3sBUTHEM
MHTEPHET-TEXHOJIOMHH 3JI0YMbILLICHHHKH TEPEMECTHINCh B MHTEPHET, W MPOJO/IKAIOT 3aHMMATHCS
"10OUMBIM" 1E7TOM.

Tak nosiBUIach HOBas Yrpo3a: HHTEPHET-MOLIEHHUYECTBA MM (DMLUIMHT, TJIaBHAas Lielib KOTOpOro
COCTOMT B MOJYYEHHH KOH(MMIEHUMAIbHBIX JaHHBIX MOJIb30BaTENeH - noruHoB W naposed. Ha
aHriickoM s3bike phishing uuraetcs kak duumnr (ot fishing - ppiGHas nosas, password - naposb).

OcHoBHbIE coBeTHI 110 GopbOe ¢ PUILMHTOM:

1. Cnepy 3a cBOMM akkayHTOM. EC/iM Thl M0z103peBaelib, Y4TO TBOS aHKeTa Oblla B3OMaHa, To
HEeOBX01MMO 3a6IOKMPOBATh €€ M COODILNTD aIMHHICTPATOPaM pecypca 00 3TOM Kak MOJKHO CKopee;

2. Ucnonw3y#i 6e3onacHbie BeO-CalThl, B TOM YHC/IE, HHTEPHET-MAra3vHOB H MOMCKOBBIX CHCTEM,

3. Mcronb3yii cnokublie W pasHble napoid. Takum oOpasom, ecid Tebs B3IOMAIOT, TO
3/10YMBILIIEHHUKH TTOYYaT JOCTYH TObKO K OAHOMY TBOEMY NPOQUIIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3nOMalld, TO HEOOXOAWMO NpPeAyINpeJuTh BCEX CBOUX 3HAKOMBIX, KOTOpbIC
nobasneHbl y Tebs B APY3bSX, O TOM, 4TO Tebs B3NOMAH M, BO3MOXKHO, OT TBOEro uMmeHu Oyzer
pacchUIaThCs CMaM H CCbUIKH Ha (DMILMHIOBBIE CANTBI;

5. VcranoBu HanexHblii napoib (PIN) Ha MOOHIbHBIH TenedoH;

6. OTk0uM coxpaHeHune naposis B 6paysepe;

7. He orkpeiBaii daiinbl M Apyrue BIOKEHHS B MHCbMAX, /aXe €Cii OHW MNPHULIH OT TBOMX
Apy3ei. Jlyulle yTOUHH Y HHX, OTTIPABJIS/IN JIM OHH Tebe 5TH (aiibl.

[udposasa penyranus

LludpoBas peryTals - 3TO HeraTWBHAs WM TMO3MTHBHAas WH(popmauus B cetd o Tebe.
KomnpomeTHpyioias nHopMaLus, pasMeLieHHas B HHTEPHETE, MOXKET CEPbe3HbIM 00pa3OM OTPa3UThLCH
Ha TBOei peanbHOM xu3HM. "LlndpoBas penyrauus" - 3TO TBOH MMUIK, KOTOPbIH tdhopmupyeTcs U3
uHopmaluu o Tebe B HHTEPHETE.

TBOe MeCTO KHTENbCTBA, yueObl, TBOE (MHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH Xapakrepa H
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHOrHE MOAPOCTKH JIETKOMBICTEHHO OTHOCATCS K MyGauKauMu JMYHOH uH(opMaluu B
WuTepHeTe, He MOHMMAas BO3MOXHBIX MocneAcTBHi. Thl Jake HE CMOXEUIb J10raaaThCs O TOM, HTO
dororpadus, pamellieHHas S J1eT Ha3ajl, CTaja MPUUKHHOM 0TKa3a NpHHATL Tebst Ha paboTy.



KommenTapuu, pasMmetende TBOMX (ororpaduit u apyrue AeHCTBHA MOTYT HE MCUE3HYTh Jaxe
nocje TOro, KaKk Thl WX yJAalHliub. Thl He 3Haelllb, KTO COXPaHU 3Ty MHGOPMALIMIO, Monana Jii OHa B
IMMOHMCKOBLIE CHUCTEMbI M COXpaHHW/ACh JIH OHa, a INV1aBHOE: YTO NOAyMaroT O Tebe OKpPYXaroLHE JTHO1H,
KOTOpPbIC HAWAYT U YBUIAT 3T0. HaliTi HHpOPMALIHIO MHOTO JIET CIYCTs CMOKET J11000# - Kak U3 100pbIX
no0y)kJeHHH, TaK ¥ ¢ HAMEPEHHEM TMPUUYNUHUTL BpeZ. ITO MOKET ObITb KTO YTOIHO.

OCHOBHbIE COBETHI IO 3alUUTe LU(PPOBOH penyTaluu:

1. Tomymaii, npeskae yeM 4To-To MyOJIMKOBATh M nepenapath y ce0s B 6J0re Wiv B COUMATbHOH
CETH;

2. B HacTpoiikax npoduiis YCTaHOBH OrpaHMuYeHHs Ha NPOCMOTP TBOEro npoduis M ero
COePKUMOTr0, caenail ero Tosbko "ang apysei"”;

3. He pa3mewaii ¥ He ykazpiBaii WH(OPMaLMIO, KOTOpas MOXET KOro-nMbo ockopOisTh HIH
00MKATD.

ABTOpCKOE IPABO

CoBpeMeHHble LIKOJBHUKM - aKTHBHbIE [0Nb30BaTeNid LM(poBoro npocrpaHcTea. OnHako
JAIEKO HE BCE 3HAIOT, YTO TMOJb30BaHHE MHOTMMH BO3MOXHOCTAMH LMGpPOBOro mupa Tpebyer
coOuIto1eHHs1 TIpaB Ha MHTEJUIEKTYalIbHYIO COOCTBEHHOCTD.

Tepmun  "uHTennekTyaldbHas COOCTBEHHOCTb" OTHOCHTCS K  pa3jIMUHBIM  TBOPEHHAM
YEJIOBEYECKOr0 yMa, Ha4yWHas C HOBbIX M300peTeHMii M 3HaKkoB, 0003HaYaloUIMX COOCTBEHHOCTL Ha
NPOAYKTHI M YCIYIH, M 3aKaH4yMBas KHHramu, QortorpadHsM, KMHOPHIBMAMH M MY3bIKAIIbHBIMH
NPOU3BEIEHHAMH.

ABTOpCKHe rnpaesa - 3TO Nnpapa Ha HHTEJUIEKTYaJIbHYHO cOOCTBEHHOCThL Ha MPOH3BEACHHA HAYKH,
JIMTEpaTypbl KW HCKYCCTBA. ABTOPCKHB npaea BbICTYNAOT B KadYeCcTBE TrapaHTud TOro, 4TO
MHTEJIEKTYAIbHBIM/TBOPUECKMI TPy aBTOpa He OyaeT HamnpacHbIM, OacT €My CHpaBelIMBble
BO3MO)KHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TpyJa, MOJY4YMTb M3BECTHOCTb M Npu3HaHue. Hukro
6e3 paspellieHHsl aBTOpa He MOYKET BOCMPOM3BOAMTH €ro MpOHM3BEJCHHE, PacnpoCTPaHsATb, MyOIH4HO
JIEMOHCTPUPOBATh, TPOJABaTh, WMMIOPTHPOBAaTh, MyCKaTb B MpOKar, [yOJWYHO  HMCHOJHATh,
MOKa3bIBATH/MCTIONHATE B 3hupe uiau pasmewiars B MuTepHere.

Hcrnonb3oBaHue "MUpaTCKOro” nMporpaMMHOTo obecrneveHus MOKET MPUBECTH K MHOTHM PHCKaM:
OT TOTEpPH [OaHHbIX K TBOMM aKKayHTaM [0 OJOKHpPOBKM TBOEro YCTPOWCTBA, A€ YCTaHOBJEHA
HenerajbHas nporpamma. He cTowT Takke 3a0biBaTh, YTO CYLIECTBYIOT JierajibHble M OecrulaTHble
MPOrpaMmbl, KOTOPbIE MOKHO HalTH B CETH.

O noprane

CereBHYOK.p - TBOM rnaBHbIf COBETYMK B CETH. 3/1€Ch Thl MOXKELIb Y3HATH O O€30MacHOCTH B
CEeTH MOHATHBIM M OCTYIMHbIM A3bIKOM, @ NMPH BO3HMKHOBEHHHM KPUTHUECKOH CHTyalMH oOpaTHThCs 3a
COBETOM. A TakyKe MPUHATb YHaCTHE B KOHKYPCAX M CTaTh CaMbIM LU(POBBIM IpaskJaaHHHOM!



